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Although DoS attacks are not a recent phenomenon, the methods and resources available to conduct and mask 

(DRDoS) attacks—attacks that simply cannot be addressed by traditional on-premise solutions.

sophistication and scale of such threats, and can be used to mitigate DDoS attacks of all forms and sizes 

• Layer 3/4 attacks
• 
• SMURF attacks
• ACK attacks
• Layer 7 attacks
• Making DoS a thing of the past

Layer 3/4 attacks

Most DDoS attacks target the transport and network layers of a communications system. These layers are 

protocol (e.g., TCP or UDP) by which two hosts on a network communicate with one another. Attacks directed at 

mitigate such an attack. For example, if you have a router with a 10Gbps port and an attacker sends you 11Gbps 

is completely saturated.

Very large layer 3/4 attacks nearly always originate from a number of sources. These many sources each send 

routers with weak passwords.

Because an attacker launching a layer 3/4 attack doesn’t care about receiving a response to the requests they 
send, the packets that make up the attack do not have to be accurate or correctly formatted. Attackers will 
regularly spoof all information in the attack packets, including the source IP, making it look as if the attack is 
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Attacker
Unsecured DNS recursors

Visitor

NORTH AMERICA EUROPE ASIA

Target

Attacker Visitor

NORTH AMERICA EUROPE ASIA

TargetBlocked regionally by CloudFlare’s data centers

Unsecured DNS recursors



dig ANY isc.org @x.x.x.x +edns=0

Attacker with 1 Mbps

10 compromised 
trigger machines
with 1 Gbps

1 Mbps connection

1 Gbps connection x10

machines



 
it on to all the devices that sit behind it.

Each of these devices then respond back to the ping. The attacker is able to amplify the attack by a multiple 
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capacity across our myriad points of presence, and is able to learn from attacks against any individual customer 

For more information on pricing and plans, contact our sales team at 

+44 (0) 1908 200022  |  sales@safenames.net  |  www.safenames.net
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